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Abstract 

The increasing complexity of global supply chains, combined with mounting economic, environmental, 

and social sustainability challenges, has highlighted the importance of robust approaches for Sustainable 

Supply Chain Risk Assessment (SSCRA). Among established risk assessment techniques, Failure Mode and 

Effects Analysis (FMEA) has gained considerable attention due to its proactive and structured capability to 

identify, evaluate, and prioritize potential risks. However, existing FMEA-based research in sustainable 

supply chain contexts remains dispersed, with limited integration of the triple bottom line sustainability 

perspective and insufficient empirical evidence from emerging economies. 

This study addresses these gaps through a two-stage research framework integrating a systematic 

literature review and an industrial case study. First, a systematic review of publications from 2010 to 2026 is 

conducted to examine the evolution of FMEA-based SSCRA research, identify prevailing research themes, 

methodological developments, and unresolved challenges. The findings reveal that existing studies 

predominantly emphasize economic and operational risk dimensions, whereas environmental and social 

sustainability risks remain comparatively underrepresented. Moreover, the application of FMEA-based 

approaches within developing-country supply chains requires further investigation. 

To extend the existing body of knowledge, an empirical case study was conducted in a medium-sized 

Egyptian manufacturing firm operating in the electrical control panel industry. Data were collected through 

structured expert assessments involving eight senior managers from key supply chain functions, including 

procurement, production, logistics, and quality management. A total of 30 supply chain failure modes were 

identified and evaluated using the conventional FMEA dimensions of Severity, Occurrence, and Detection. 

Subsequently, Risk Priority Numbers (RPNs) were calculated to rank and prioritize critical supply chain risks. 

The results demonstrate that supply chain vulnerability is highly concentrated among a limited number 

of failure modes. The most significant risks were identified as supplier delivery delays (RPN = 504), raw 

material shortages (RPN = 448), currency fluctuations affecting imported materials (RPN = 324), and demand 

forecasting errors (RPN = 294). These risks primarily reflect supply uncertainty, import dependency, and 

coordination deficiencies across supply chain functions. 

This study contributes to the sustainable supply chain risk management literature by providing a 

comprehensive synthesis of FMEA-based SSCRA research and extending empirical evidence from an 

emerging manufacturing economy. The findings offer valuable insights for practitioners and policymakers 

seeking to enhance supply chain resilience and sustainability through systematic risk identification, 

prioritization, and mitigation. 
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1. INTRODUCTION 

Global supply chains have evolved into complex adaptive systems characterized by nonlinear 

interactions, tight coupling, and emergent behavior. Within such systems, localized disruptions can propagate 

across multiple tiers, generating cascading failures that amplify operational, financial, and sustainability 

impacts. This systemic fragility is increasingly intensified by demand volatility, geopolitical instability, and 

rising environmental and social governance requirements. These challenges are particularly pronounced in 

emerging economies, where infrastructural constraints, institutional uncertainty, and resource limitations 

further undermine system stability. Consequently, supply chain management has shifted from efficiency-

driven optimization toward resilience- and sustainability-oriented system design under deep uncertainty [1-

3]. 

A supply chain comprises all activities involved in transforming and delivering goods from raw material 

sourcing to final consumption, integrating suppliers, manufacturers, logistics providers, warehouses, retailers, 

and customers as an interconnected value system [4]. Within this system, Supply Chain Performance (SCP) 

is increasingly viewed as a multidimensional construct that extends beyond cost efficiency to include 

responsiveness, resilience, and customer alignment. SCP reflects the ability to meet demand through timely 

delivery, optimized inventory, and reliable product availability, thereby strengthening competitiveness and 

customer satisfaction [5]. Rapid technological advancement and evolving market expectations are further 

driving firms toward agile, adaptive, and customer-centric supply chain structures [6,7]. 

In an increasingly globalized and uncertain environment, organizations recognize the necessity of 

resilient supply chains capable of adapting to disruptions, mitigating risks, and supporting sustainability 

objectives [8]. As uncertainty intensifies due to economic volatility, environmental pressures, and social 

dynamics, firms must adopt integrated and collaborative approaches to supply chain risk management and 

sustainability [9,10]. This shift emphasizes not only continuity of operations but also long-term 

environmental, social, and economic value creation. 

Building resilience requires acknowledging that supply chain risks are diverse and interconnected, 

ranging from natural disasters and geopolitical shocks to supplier failures and technological disruptions 

[11,12]. Effective risk mitigation depends on enhanced information sharing through transparent 

communication channels that enable real-time visibility and faster response [13]. In parallel, coordinated 

contingency planning---such as alternative suppliers, production relocation, and logistics diversification---

strengthens preparedness and adaptive capacity under uncertainty [14-16]. 

Supply chain performance is shaped by the interaction of operational, financial, strategic, and external 

risks. Operational risks such as production delays, equipment failures, and logistics disruptions originate 

internally, while financial and strategic risks arise from external volatility, including exchange rate 

fluctuations and regulatory changes. High-impact disruptions such as geopolitical conflicts, natural disasters, 

and pandemics further intensify systemic exposure [17,18]. Due to tight coupling across supply chain tiers, 

these risks rarely remain isolated. Instead, they propagate through interconnected networks, generating 

cascading effects that amplify system-wide instability. This reinforces the need for resilience-oriented 

strategies such as dual sourcing, inventory buffering, production flexibility, and cross-functional coordination, 

which enhance absorption capacity and recovery speed [19-21]. 

 

1.1. Sustainable Supply Chain Risk Management Context 

Supply chain management has progressively expanded beyond cost and efficiency objectives to include 

sustainability and ethical responsibility [22,23]. This transformation is driven by regulatory pressure, 

stakeholder expectations, and growing awareness of environmental and social impacts [24,25]. Sustainability 
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in supply chains is typically structured around three interdependent dimensions: economic sustainability, 

focused on long-term profitability and resource efficiency [26]; social sustainability, addressing ethical 

sourcing and labor conditions; and environmental sustainability, emphasizing emission reduction and 

resource conservation [27,28]. 

Manufacturing firms are therefore required to simultaneously balance profitability, efficiency, 

compliance, and sustainability integration [29]. Although SSCM incorporates these dimensions into decision-

making, it remains largely conceptual and normative, with limited operational tools for handling uncertainty 

[30,31]. 

SSCM has gained increasing relevance as organizations respond to global challenges such as resource 

scarcity, climate change, and stakeholder pressure by embedding sustainability across supply chain stages 

[32,33], thereby strengthening long-term competitiveness [34,35]. At the same time, modern supply chains 

contribute significantly to greenhouse gas emissions, particularly through upstream and downstream 

activities, making sustainability risk assessment essential [36]. As a result, performance measurement 

systems have evolved toward multidimensional sustainability frameworks [37]. 

Supply risks include internal inefficiencies and external disruptions such as geopolitical instability and 

regulatory uncertainty [38]. These risks propagate across networks, while mitigation strategies such as multi-

sourcing and strategic alliances enhance resilience [39,40]. Within this context, Sustainable Supply Chain 

Risk Management (SSCRM) emerges as an integrative extension of SSCM, yet remains methodologically 

underdeveloped in translating sustainability constructs into operational risk assessment models. 

 

1.2. Failure Mode and Effects Analysis in Supply Chain Risk Assessment 

Failure Mode and Effects Analysis (FMEA) is a structured methodology for identifying, evaluating, 

and prioritizing potential failure modes across systems and processes. It enables proactive risk mitigation by 

anticipating failures and assessing their consequences. Traditionally, it relies on expert judgment and 

historical data and is applied in static environments, limiting its suitability for dynamic supply chains [41,42]. 

FMEA is widely adopted in supply chain risk prioritization due to its simplicity and interpretability [43]. 

It calculates a Risk Priority Number (RPN) based on severity, occurrence, and detection [44]. However, 

classical FMEA has notable limitations: the multiplicative RPN assumes independence among variables, 

equal weighting introduces bias, and ordinal scales reduce analytical precision. Furthermore, reliance on 

expert judgment may lead to inconsistency in ranking outcomes [26,45]. 

Despite these limitations, FMEA remains a foundational tool in risk-based maintenance and quality 

management and continues to evolve through integration with digital and analytical advancements. 

 

1.3. Research Gaps, Objectives, and Contributions 

Three main gaps are identified in the literature. First, FMEA applications remain largely operational, 

focusing on isolated failures rather than system-level resilience and sustainability outcomes. Second, 

empirical evidence from emerging economies remains limited despite their higher exposure to systemic 

uncertainty. Third, existing approaches inadequately capture interdependencies among failure modes, 

overlooking cascading and network-based risk effects. 

To address these gaps, this study applies FMEA within an SSCRM framework in a medium-sized 

Egyptian manufacturing firm in the electrical control panel industry. The firm operates under import 

dependency, demand volatility, and resource constraints, with recurring disruptions across procurement, 

production, inventory, and logistics. The study identifies, evaluates, and prioritizes supply chain failure 

modes using expert judgment based on Severity, Occurrence, and Detection criteria. 

Research Questions: 

RQ1. How can FMEA be integrated within an SSCRM framework? 

RQ2. What are the key supply chain failure modes in the case firm? 
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RQ3. How do S–O–D criteria support risk prioritization under uncertainty? 

RQ4. How are supply chain risks interrelated across functions? 

RQ5. How can FMEA-based prioritization enhance resilience and sustainability? 

Research Objectives: 

RO1. To integrate FMEA within an SSCRM framework. 

RO2. To identify and classify supply chain failure modes. 

RO3. To evaluate and prioritize risks using S–O–D and RPN. 

RO4. To analyze interdependencies among supply chain risks. 

RO5. To derive insights for resilience and sustainability improvement. 

This study contributes by: (i) integrating sustainability-oriented risk perspectives into SSCRM, (ii) 

providing empirical evidence from an emerging economy under high uncertainty, and (iii) repositioning 

FMEA as a system-aware diagnostic framework capable of partially capturing cascading risk structures. 

Figure 1 presents the research framework, illustrating the application of FMEA within SSCRM. It links risk 

identification and evaluation to sustainability and resilience outcomes. Failure modes are assessed using S–

O–D criteria, generating RPN values that support prioritization and targeted mitigation strategies, thereby 

enhancing operational resilience and sustainability performance. 

The remainder of the paper is organized as follows: Section 2 reviews relevant literature; Section 3 

discusses research gaps; Section 4 presents the methodology; Section 5 presents the case study; Section 6 

presents results; and Section 7 concludes with limitations and future research directions. 

 

 

Figure 1. Sustainable Supply Chain Risk Management using FMEA 

2. LITERATURE REVIEW 

This study conducts a PRISMA 2020--compliant systematic literature review (SLR) to systematically 

identify, evaluate, and synthesize existing research on FMEA-based Sustainable Supply Chain Risk 

Assessment (SSCRA). The review follows the four major stages recommended by PRISMA 2020, namely 

identification, screening, eligibility assessment, and inclusion [46]. A structured review protocol was 

developed before the literature search to ensure consistency, transparency, and reproducibility. The protocol 

defined the research objectives, database selection, search strategy, eligibility criteria, screening procedures, 

quality assessment approach, and data extraction framework. Unlike conventional narrative reviews, this 
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SLR applies a structured coding approach to analyze methodological developments, application contexts, 

sustainability dimensions, and risk assessment techniques adopted in previous studies. The review covers 

peer-reviewed journal articles published between 2010 and 2026, focusing on sustainable supply chain risk 

assessment, supply chain risk management, resilience, and FMEA-based decision-support approaches. 

Particular attention is given to the evolution of FMEA methodologies, including traditional FMEA, fuzzy 

and hybrid extensions, and emerging system-oriented frameworks designed to address increasing complexity 

and uncertainty in supply networks. 

 

Data Sources and Search Strategy: 

The literature search was conducted using two internationally recognized bibliographic databases: 

Scopus and Web of Science. These databases were selected because they provide extensive coverage of high-

quality peer-reviewed publications in supply chain management, operations management, sustainability, 

industrial engineering, and decision sciences. The search strategy was carefully designed based on the 

research objectives and the key concepts underlying sustainable supply chain risk assessment. Specifically, 

the search terms were organized into four conceptual categories: (1) supply chain context, including terms 

such as “supply chain,” “supply network,” and “logistics”; (2) risk management and resilience, including 

“risk assessment,” “risk management,” “risk identification,” “risk prioritization,” and “resilience”; (3) 

sustainability perspective, including “sustainable supply chain,” “green supply chain,” “environmental 

sustainability,” and “social sustainability”; and (4) methodological approaches, including “Failure Mode and 

Effects Analysis,” “FMEA,” “multi-criteria decision-making,” “MCDM,” “fuzzy,” “neutrosophic,” and 

“hybrid approaches.” Boolean operators (AND/OR) were applied to combine these keywords and retrieve 

studies addressing the intersection between supply chain risks, sustainability challenges, and FMEA-based 

assessment methodologies. The search strategy was designed to capture the historical development of FMEA 

applications, from traditional risk prioritization models toward advanced approaches incorporating 

uncertainty, multiple criteria, and interconnected supply chain risks. 

 

Eligibility Criteria: 

To ensure methodological consistency and reduce potential selection bias, the eligibility criteria were 

established before initiating the screening process. Studies were considered eligible if they satisfied four main 

conditions: (1) they were published as peer-reviewed journal articles; (2) they were written in English; (3) 

they were published between 2010 and 2026; and (4) they directly addressed supply chain risk assessment, 

supply chain resilience, sustainability-related risks, or FMEA-based decision-support models. Both 

conceptual and empirical studies were considered eligible because the objective of the review was to capture 

theoretical developments as well as practical applications of FMEA-based SSCRA approaches. 

Conversely, studies were excluded when they did not satisfy the research objectives. Specifically, 

conference papers, book chapters, editorials, and non-peer-reviewed publications were excluded to maintain 

academic rigor. Studies focusing exclusively on product reliability, mechanical failure analysis, or 

manufacturing process FMEA without a supply chain perspective were also excluded because they did not 

contribute to sustainable supply chain risk assessment. Furthermore, studies lacking meaningful integration 

of sustainability considerations, risk assessment methodologies, or FMEA applications were removed. 

 

Screening Process and PRISMA Workflow: 

The study selection process followed the PRISMA 2020 framework to ensure a transparent and 

reproducible review procedure. The initial database search identified 525 records from Scopus and Web of 

Science. Following duplicate removal, 112 records were eliminated, resulting in 413 unique studies available 

for screening. During the title and abstract screening stage, each record was evaluated against the predefined 

eligibility criteria. A total of 287 studies were excluded at this stage because they did not address sustainable 

supply chain risk assessment, did not apply FMEA or relevant risk assessment approaches, focused on 
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unrelated research domains, or lacked sufficient connection to supply chain management. 

The remaining 126 studies were retrieved for full-text assessment. Each article was examined in detail 

based on its research objectives, methodological approach, supply chain relevance, and contribution to 

sustainability-oriented risk assessment. Thirteen additional studies were excluded during this stage because 

they demonstrated methodological inconsistency, insufficient conceptual relevance, or inadequate alignment 

with the research objectives. Following the complete screening procedure, 113 studies were retained as the 

final review sample covering the period from 2010 to 2026. The complete PRISMA flow process, including 

identification, screening, eligibility, and final inclusion stages, is presented in Figure 2. To improve 

reproducibility, the supplementary appendix provides detailed information regarding exclusion categories, 

screening decisions, and the coding framework applied during the review. 

 

Quality Assessment and Coding Framework: 

A structured coding framework was developed to extract and analyze information from the selected 

studies systematically. The coding process was designed to capture both bibliometric characteristics and 

methodological developments within FMEA-based sustainable supply chain risk assessment research. Each 

study was coded according to publication characteristics, including publication year, journal source, country 

context, and industrial sector. In addition, methodological characteristics were recorded, including the type 

of FMEA approach adopted, integration with other decision-making methods, uncertainty modeling 

techniques, validation approaches, and major research outcomes. 

The quality assessment process evaluated each study according to four dimensions: methodological 

clarity, research design rigor, analytical transparency, and relevance to SSCRA. Each dimension was 

assessed using a structured evaluation scale to support consistent comparison among studies with different 

research designs and methodological approaches. Studies demonstrating strong methodological justification, 

clear analytical procedures, and direct relevance to sustainable supply chain risk assessment received higher 

quality scores. This process reduced potential evaluator bias and ensured that the synthesis was based on 

studies with sufficient methodological reliability. 

 

Data Synthesis: 

The synthesis of the 113 reviewed studies provides insights into the methodological evolution and 

current limitations of FMEA-based sustainable supply chain risk assessment. The findings indicate that multi-

criteria decision-making (MCDM) approaches represent the dominant methodological category, accounting 

for approximately 62% of reviewed studies. These approaches are frequently combined with FMEA to 

overcome limitations related to subjective judgments and risk prioritization. FMEA-based extensions account 

for approximately 28% of studies and mainly incorporate fuzzy logic, neutrosophic theory, and hybrid 

decision-support approaches to address uncertainty in expert evaluations. 

However, only approximately 10% of reviewed studies explicitly consider risk interdependencies, 

cascading effects, or dynamic system behavior. The majority of existing approaches remain static (≈78%), 

expert-driven (≈81%), and primarily focused on risk ranking and prioritization (≈74%). This indicates that 

current methodologies are mainly designed to identify critical risks rather than explain how interconnected 

risks evolve and propagate throughout complex supply networks. 

The sustainability analysis also reveals an imbalance among the three dimensions of sustainability. 

Economic considerations dominate the literature, appearing in approximately 85% of studies, while 

environmental and social dimensions are considered in approximately 52% and 37% of studies, respectively. 

This finding demonstrates that many existing approaches have not yet achieved comprehensive integration 

of economic, environmental, and social sustainability requirements. 
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Methodological Positioning: 

The systematic review reveals a persistent gap between methodological advancement and the ability of 

existing approaches to represent complex supply chain risk structures. Although FMEA remains widely 

adopted because of its simplicity, interpretability, and practical applicability, conventional FMEA approaches 

are limited by assumptions of independent failure modes and linear risk aggregation. These assumptions may 

not adequately represent modern supply chains characterized by interconnected suppliers, uncertainty 

propagation, resource dependencies, and disruption amplification. 

Therefore, this study advances a system-oriented reconceptualization of FMEA within Sustainable 

Supply Chain Risk Assessment (SSCRA). Rather than replacing traditional risk prioritization functions, the 

proposed perspective extends FMEA toward a diagnostic framework capable of identifying critical 

vulnerability structures and improving understanding of interconnected supply chain risks. This positioning 

enables FMEA to better support sustainability-oriented decision-making in complex and uncertain supply 

chain environments. 

 

 

Figure 2. PRISMA flow diagram. 

 

2.1. Literature Review on Supply Chain Risk Management 

Supply chain risk management (SCRM) has emerged as a major research focus in operations and supply 

chain management due to increasing global uncertainty, expansion of outsourcing and offshoring activities, 

and rapid technological advancement [47-49]. These developments have transformed supply chains into 

highly interconnected, multi-tier systems in which disruptions can rapidly propagate across organizational 

and geographic boundaries. Although globalization has delivered substantial gains in efficiency, cost 

reduction, and scalability, it has also intensified systemic vulnerability by reducing buffers, increasing 

interdependence, and amplifying contagion effects during disruptions [50,51]. Consequently, SCRM has 

progressively shifted from reactive disruption management toward proactive, resilience-oriented, and 
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adaptive governance frameworks [52,53]. 

Supply chain risk is broadly defined as any disruption that negatively affects the flow of materials, 

information, products, or financial resources across interconnected supply networks [54,55]. Extending this 

definition, risk is also understood as the adverse consequences arising from interactions among supply chain 

actors, emphasizing its systemic, relational, and network-based nature rather than a purely operational issue 

[56]. Within this context, SCRM is conceptualized as a structured managerial capability involving risk 

identification, assessment, monitoring, and mitigation under uncertainty [57]. This highlights SCRM as a 

continuous governance function embedded within supply chain design and execution. 

From a classification perspective, supply chain risks are commonly divided into endogenous and 

exogenous categories. Endogenous risks originate within internal processes, managerial decisions, and 

operational inefficiencies, while exogenous risks arise from external environmental forces such as economic 

volatility, geopolitical instability, regulatory changes, and natural disasters. This distinction underscores that 

supply chain vulnerability is shaped by both internal weaknesses and external uncertainties, reinforcing the 

need for integrated risk management approaches. 

A more detailed and widely adopted risk typology identifies six interdependent categories: supply, 

demand, operational, financial, ethical/social, and environmental risks. Supply risks arise from supplier 

capacity constraints, quality failures, or dependency issues [58], while demand risks stem from volatility, 

uncertainty, and forecasting errors [59]. Operational risks are linked to process inefficiencies and 

coordination failures across supply chain tiers [60], whereas financial risks result from macroeconomic 

instability such as exchange rate fluctuations, inflation, and credit constraints [61]. Ethical and social risks 

are associated with governance failures, labor violations, and stakeholder non-compliance [62], while 

environmental risks emerge from climate change impacts, regulatory pressures, and natural disasters [63,64]. 

Importantly, these risks are not isolated; instead, they are strongly interconnected and often generate 

cascading effects across the supply chain system. 

The findings of studies indicated that improved risk mitigation requires collective efforts to strengthen 

supply chain resilience and enable coordinated contingency plans and diverse sourcing approaches [65]. In 

addition, working together allows various stakeholders to pool resources and expertise, leading to more 

robust risk mitigation strategies. The shared responsibility for sustainability through collaboration facilitates 

joint actions on issues like ethical sourcing, fair practices, and reducing environmental impact [66]. 

 

2.1.1. Sustainable Supply Chain Management (SSCM) 

Sustainability has become a central strategic priority in supply chain management due to increasing 

stakeholder pressure, regulatory requirements, and heightened awareness of environmental degradation and 

social inequality [67]. Sustainable Supply Chain Management (SSCM) extends across the entire value chain 

with the aim of minimizing environmental and social impacts while ensuring long-term economic viability 

and competitiveness [68-70]. It integrates material, information, and relational flows across multi-tier 

networks in alignment with stakeholder expectations and the triple bottom line (TBL) framework [37]. 

SSCM requires continuous balancing of environmental, social, and economic objectives, often resulting 

in complex trade-offs between cost efficiency and sustainability performance [71,72]. Unlike traditional 

supply chains that focus primarily on financial outcomes, SSCM incorporates long-term ecological 

preservation and social responsibility into strategic and operational decision-making [73,74]. However, 

globalization, outsourcing, and offshoring have shifted many sustainability impacts outside organizational 

boundaries, increasing indirect exposure to environmental and social risks and reducing managerial control 

over key sustainability outcomes [75]. 

Within this expanded context, sustainability introduces additional and complex risk dimensions into 

supply chains, including environmental, social, operational, and financial risks [76-79]. Environmental risks 

can be categorized as "inside-out" risks originating from organizational activities or "outside-in" risks driven 

by external ecological and regulatory pressures. Financial risks include external shocks such as commodity 
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price and exchange rate fluctuations, as well as internal consequences such as declining profitability, liquidity 

issues, and cash flow instability. These sustainability-related risks are highly interdependent, as 

environmental or social disruptions can quickly translate into financial losses and reputational damage. 

Despite these complexities, sustainability is increasingly recognized as both a strategic opportunity and 

a source of competitive advantage. Empirical evidence shows that sustainability integration can improve 

long-term performance, efficiency, and competitiveness [80,81]. At the same time, it introduces additional 

layers of complexity, uncertainty, and risk exposure that must be actively managed. 

From a managerial perspective, supply chain actors play a critical role in embedding sustainability 

through sustainable sourcing, supplier evaluation, relationship management, localization strategies, and asset 

recovery. These decisions directly influence exposure to sustainability-related risks while simultaneously 

strengthening resilience and operational efficiency. When effectively implemented, SSCM practices can 

reduce lifecycle costs and enhance long-term profitability and strategic flexibility [81]. 

 

2.1.2. SCRM Processes and Methodological Evolution 

SCRM is generally structured as a cyclical process involving risk identification, risk assessment, risk 

monitoring, and risk mitigation [82]. While early approaches were largely reactive and focused on post-

disruption responses, increasing uncertainty and complexity in global supply chains have shifted SCRM 

toward predictive, data-driven, and resilience-oriented decision frameworks. 

Methodologically, Multi-Criteria Decision-Making (MCDM) techniques such as AHP, TOPSIS, and 

DEMATEL are widely used for supplier evaluation, risk prioritization, and complex decision support under 

multiple criteria [83,84,85]. These methods enable the integration of qualitative judgments and quantitative 

indicators, making them suitable for sustainability-intensive and uncertainty-driven environments. 

Recent advancements extend these models through hybrid and uncertainty-aware approaches, including 

fuzzy logic, Conditional Value-at-Risk (CVaR), and possibilistic programming, which are designed to handle 

ambiguity and stochastic variability in supply chain systems [86,87,88]. Overall, this reflects a transition 

from deterministic optimization models toward adaptive, robust, and uncertainty-resilient decision-making 

frameworks. 

Despite these methodological developments, sustainability-related risks remain insufficiently integrated 

into mainstream SCRM models [89,90]. To address this limitation, several structured modeling approaches 

have been proposed. 

Hadiguna [91] introduced a sustainability risk framework based on interdependent environmental, 

social, and economic dimensions, integrating performance, structural, and attribute components. Ghadge et 

al. [92] developed dynamic risk modeling approaches capable of capturing evolving risk behaviors in supply 

chains. Mangla et al. [93] extended Interpretive Structural Modeling (ISM) into Total Interpretive Structural 

Modeling (TISM) to explicitly interpret relationships among sustainability risk factors, improving structural 

understanding. 

Additional contributions include fuzzy AHP applications in green supply chain risk prioritization 

[94,95], ISM-based reverse supply chain risk modeling, and DEMATEL-based SSCM risk prioritization 

frameworks [85]. Empirical evidence further shows that sustainability integration can reduce supply chain 

risk exposure, particularly in emerging economies, although traditional mitigation approaches may not 

always be sufficient under uncertainty [96]. Supplier evaluation models incorporating sustainability criteria 

also demonstrate improved profitability and reduced risk exposure [97]. 

At a broader level, sustainability risk research has expanded to country-level analyses, resulting in 

sustainability country risk mapping tools for global supply chain decision-making [98]. However, the 

literature remains fragmented across sectors, methodologies, and geographic contexts. 

Despite substantial advances in supply chain risk management (SCRM), the literature remains 

structurally fragmented across sustainability dimensions, methodological approaches, and risk classifications. 

Environmental [23], social [99], and economic risks [100,101] are still largely investigated as separate 
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streams of inquiry, with limited theoretical and analytical integration. This fragmentation restricts the 

development of holistic frameworks capable of capturing the interdependent and cascading nature of 

sustainability risks, where disturbances in one dimension can propagate and amplify impacts across others. 

As a result, existing models often provide a partial representation of systemic risk exposure in global supply 

networks. 

A further limitation concerns the weak operationalization of sustainability within SCRM models. 

Although sustainability is widely acknowledged as a core element of contemporary supply chain governance, 

there is still insufficient clarity on how sustainability concerns are translated into measurable, decision-

relevant risk constructs suitable for quantitative modeling and managerial application [88,102,103]. In many 

studies, sustainability remains conceptual rather than fully embedded within formal risk assessment 

structures. This limits the ability of organizations to systematically evaluate trade-offs, prioritize 

interventions, and implement data-driven risk mitigation strategies under uncertainty. 

In addition, environmental impacts associated with global logistics and transportation systems remain 

underexplored, particularly in relation to their cumulative, cross-border, and system-wide externalities. 

Existing research tends to focus on isolated environmental indicators such as emissions or energy use, rather 

than examining how logistics networks collectively shape environmental risk propagation across multi-tier 

supply chains. This gap constrains the development of integrated sustainability assessments that reflect the 

full environmental footprint of globally distributed supply chain operations. 

Overall, SCRM has progressed from basic risk identification and classification toward more integrated, 

intelligent, and digitally enabled resilience-oriented frameworks. Advances in multi-criteria decision-making 

(MCDM), fuzzy systems, and hybrid optimization techniques have strengthened the handling of uncertainty, 

ambiguity, and multi-dimensional complexity in risk evaluation. At the same time, sustainability integration 

has broadened the conceptual scope of SCRM beyond traditional operational and financial concerns. 

However, persistent fragmentation across sustainability dimensions, methodological approaches, and 

empirical contexts continues to limit theoretical coherence and practical applicability. This underscores the 

need for unified, system-level frameworks capable of simultaneously modeling environmental, social, and 

economic risks within complex, interconnected global supply chains [104,105]. 

 

2.2 Literature Review on FMEA and its Applications in SSCM 

Failure Mode and Effects Analysis (FMEA) is a proactive and systematic risk assessment methodology 

originally developed by NASA in the 1960s to enhance system reliability and safety. Since its introduction, 

it has been widely adopted across diverse industrial sectors, including aerospace, automotive, manufacturing, 

healthcare, energy, logistics, and service systems. In contrast to reactive approaches that address failures only 

after their occurrence, FMEA emphasizes early identification and structured evaluation of potential failure 

modes, enabling organizations to implement preventive actions that improve product quality, operational 

efficiency, safety performance, and cost-effectiveness [106-108]. 

The classical structure of FMEA is built upon three interrelated components: Failure Mode (FM), which 

describes the specific ways a system or process may fail; Failure Effect (FE), which captures the 

consequences of failure on system performance, stakeholders, the environment, or downstream operations; 

and Failure Cause (FC), which identifies underlying drivers such as design deficiencies, process variability, 

human error, or external disturbances [109]. These elements collectively form a structured representation of 

system vulnerability and provide the foundation for systematic risk identification in complex environments. 

Based on this structure, several domain-specific variants of FMEA have been developed to address 

different lifecycle stages and application contexts. These include Design FMEA (DFMEA), Process FMEA 

(PFMEA), and Environmental FMEA, each tailored to distinct phases of system development and operational 

deployment [110,111]. These extensions demonstrate the evolution of FMEA from a purely engineering tool 

toward a broader decision-support framework capable of addressing environmental and sustainability-

oriented concerns. 
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FMEA evaluates risk using three core parameters: severity (S), occurrence (O), and detection (D), which 

are aggregated into the Risk Priority Number (RPN = S × O × D). Although widely used due to its simplicity 

and intuitive structure, the classical RPN approach has been frequently criticized for its deterministic 

formulation, equal-weight assumption, and inability to properly capture uncertainty, ambiguity, and 

interdependencies among risk factors. These limitations become particularly evident in complex, dynamic, 

and interconnected systems. 

In industrial practice, FMEA is embedded in quality management systems such as ISO 9001:2015, 

where it supports structured root cause analysis, systematic risk prioritization, and continuous improvement 

initiatives. These applications contribute to enhanced reliability, reduced operational disruptions, improved 

safety performance, minimized downtime, and sustained organizational competitiveness in highly 

competitive industrial environments. 

 

2.2.1. Technological evolution and advanced extensions of FMEA 

With the advancement of Industry 4.0, FMEA has evolved into a more intelligent and data-driven risk 

assessment methodology. Recent studies have integrated artificial intelligence, machine learning, Bayesian 

reasoning, and fuzzy logic into FMEA frameworks to enhance their capability to model uncertainty, 

complexity, and dynamic behavior in real-time systems. In particular, AI-enabled FMEA supports continuous 

risk monitoring, automated prioritization of failure modes, and integration with cyber-physical production 

systems, aligning the method with Quality 4.0 and smart manufacturing paradigms [112]. 

Beyond traditional industrial settings, FMEA has been extended into sustainability-oriented and socio-

technical domains. Social Failure Mode and Effects Analysis (SFMEA) has emerged to incorporate social 

sustainability considerations, including ethical risks, labor conditions, and stakeholder impacts. AI-based 

conversational systems have further facilitated SFMEA by enabling interactive identification and structuring 

of social risks in organizational environments. 

In parallel, hybrid fuzzy--analytic network approaches have been developed to capture interdependent 

and nonlinear relationships among risk factors, particularly in advanced manufacturing systems such as 

additive manufacturing, where process variables are strongly interconnected [109,113]. These developments 

reflect a paradigm shift from linear risk evaluation toward network-based and system-oriented modeling 

frameworks. 

Moreover, the integration of FMEA with Industry 4.0 analytics platforms, digital twins, and large-scale 

failure databases has significantly strengthened predictive maintenance strategies. In healthcare systems, 

such integration improves equipment reliability, reduces unexpected failures, and enhances patient safety, 

particularly in critical and resource-constrained environments [114,115]. This demonstrates the transition of 

FMEA into a dynamic, intelligent decision-support system. 

 

2.2.2. FMEA in sustainability and SSCM decision environments 

Sustainability risk assessment is inherently a complex decision-making problem characterized by 

uncertainty, subjectivity, and strong interdependencies among risk factors. Within this context, FMEA has 

been widely applied as a structured methodology for identifying, analyzing, and prioritizing potential failure 

modes, thereby enabling proactive risk mitigation strategies [116-118]. 

Since failure modes and their associated drivers can be interpreted as alternatives and criteria, 

respectively, FMEA-based evaluation is naturally aligned with multi-criteria decision-making (MCDM) 

frameworks. However, when applied to Sustainable Supply Chain Management (SSCM), traditional FMEA 

faces significant challenges in capturing multidimensional sustainability risks. These challenges include 

limited representation of uncertainty, inadequate modeling of interdependencies, and oversimplification of 

complex causal structures, which may reduce the robustness and reliability of decision outcomes [119,120]. 

SSCM has emerged as a strategic paradigm that integrates economic performance, environmental 

protection, and social responsibility to achieve long-term competitiveness and sustainable development 
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[121,35]. In contemporary global supply chains, organizations face increasing sustainability pressures driven 

by climate change, resource scarcity, regulatory requirements, ethical sourcing expectations, and stakeholder 

accountability. Consequently, SSCM has evolved from a supporting operational function into a core strategic 

imperative for organizational resilience and long-term value creation. 

The complexity of SSCM arises from the need to simultaneously balance multiple conflicting 

sustainability objectives under uncertainty and incomplete information. To address this challenge, multi-

criteria decision-making (MCDM) methods have been widely adopted due to their ability to structure 

complex decision problems transparently and systematically. Compared to traditional approaches such as 

mathematical programming and brainstorming, MCDM techniques provide greater flexibility, 

interpretability, and applicability in real-world SSCM decision contexts [122,123]. 

Recent studies further emphasize the integration of MCDM with uncertainty modeling techniques to 

enhance decision robustness. For example, Sun et al. [124] and Sumrit [125] combined MCDM frameworks 

with fuzzy information theory to improve supply chain resilience under uncertain environments. Similarly, 

Saha et al. [126] integrated the MARCOS method with probabilistic hesitant fuzzy sets to address healthcare 

supplier selection problems, improving the handling of ambiguity and expert hesitation. In addition, Masoomi 

et al. [127] developed a hybrid decision model combining the Best--Worst Method (BWM) and DEMATEL 

to identify key sustainability enablers in Industry 5.0 contexts, highlighting the importance of capturing 

causal relationships in complex socio-technical systems. 

To address uncertainty and subjectivity, extensive research has integrated fuzzy set theory into FMEA 

frameworks. Unlike conventional crisp rating scales used by Sutrisno et al. [128], Minguito and Banluta 

[129], and Ventura et al. [130], Ayyildiz et al. [131] and Ayyildiz et al. [132] employed Pythagorean fuzzy 

numbers to better represent expert hesitation and ambiguity. Tian et al. [133] further extended uncertainty 

modeling by introducing triangular interval type-2 fuzzy sets in electric vehicle applications, enabling more 

effective representation of high uncertainty and imprecision. 

In addition, probabilistic and hybrid fuzzy extensions have been explored to improve realism in expert 

judgment modeling. Sun et al. [124] and Tang et al. [134] incorporated probabilistic information into FMEA 

frameworks to better reflect variability in expert evaluations, while Akdamar et al. [135] and Ceylan [136] 

developed fuzzy FMEA models applied in maritime risk environments. Despite these advancements, existing 

approaches still struggle to fully capture hierarchical dependencies, nonlinear interactions, and dynamic risk 

propagation mechanisms inherent in SSCM systems, highlighting the need for more expressive uncertainty 

modeling frameworks such as triangular interval type-2 fuzzy sets (TrIT2FSs). 

In parallel, another important research stream focuses on improving the traditional Risk Priority 

Number (RPN) mechanism through integration with advanced MCDM techniques. Huang and Yang [137] 

proposed a hybrid framework combining FMEA with multi-perspective weighting, interval cloud models, 

and the Technique for Order Preference by Similarity to Ideal Solution (TOPSIS), improving ranking 

robustness under uncertainty. 

Similarly, Sun et al. [124] and Wan et al. [138] developed fuzzy ORESTE-based approaches for failure 

mode prioritization, while Tang et al. [134] integrated FMEA with WASPAS and CRITIC methods to 

enhance critical failure mode identification in lithium-ion battery production systems. Collectively, these 

studies demonstrate that integrating FMEA with MCDM techniques significantly improves the reliability, 

consistency, and interpretability of risk prioritization outcomes. 

Despite substantial methodological progress, existing literature still rarely considers the combined 

influence of expert interaction dynamics and interdependencies among risk factors. Moreover, the structural 

and causal relationships among failure modes in complex, highly uncertain, and interconnected supply chain 

environments remain insufficiently explored. 

Septiani et al. [139] further emphasized the systemic nature of sustainability risks by proposing an 

Intelligent Decision Support System (IDSS) integrating HRBS and FMEA to map interrelated sustainability 

risks and their consequences. Collectively, these findings confirm that sustainability risks are inherently 

networked, dynamic, and system-driven, requiring more advanced integrated modeling approaches. 
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In conclusion, although significant progress has been achieved through fuzzy logic, MCDM integration, 

and intelligent extensions of FMEA, there remains a clear need for more comprehensive, interaction-aware, 

and uncertainty-resilient frameworks capable of supporting robust SSCM risk assessment and sustainable 

decision-making in complex real-world environments. 

3. CHALLENGES AND RESEARCH GAPS ANALYSIS ON FMEA APPLICATIONS IN SSCM 

Despite the extensive adoption and continuous methodological advancement of Failure Mode and 

Effects Analysis (FMEA), its application in Sustainable Supply Chain Management (SSCM) remains 

constrained by several interrelated challenges, as summarized in Table 1. These challenges arise from the 

inherent complexity of SSCM systems, where economic efficiency, environmental sustainability, and social 

responsibility must be simultaneously balanced under uncertainty, disruption risks, and multi-stakeholder 

decision environments [35,121]. In such contexts, conventional FMEA frameworks often struggle to 

adequately capture system-wide complexity, interdependencies, and temporal dynamics. 

1) Uncertainty in expert judgment: Classical FMEA relies on crisp scoring systems that are insufficient for 

capturing linguistic ambiguity, hesitation, and inconsistency in expert evaluations. Although fuzzy 

extensions---such as interval type-2 fuzzy sets, probabilistic hesitant fuzzy models, and neutrosophic 

approaches---enhance uncertainty representation, they still do not fully address deep uncertainty and 

behavioral variability in SSCM contexts [131,132,133]. This limitation reduces the robustness and 

stability of risk prioritization results. 

2) Risk interdependencies: Traditional FMEA assumes independence among failure modes, which is 

unrealistic in SSCM where disruptions propagate across multiple supply chain tiers. Although 

approaches such as DEMATEL, ISM, system dynamics, and graph-based models partially address this 

issue, many FMEA extensions still lack explicit and rigorous representation of complex interaction 

structures [137,138]. Consequently, cascading effects and systemic risk amplification remain 

insufficiently captured. 

3) Structural limitation of FMEA: FMEA does not explicitly model causal relationships among failure 

modes, limiting interpretability and weakening understanding of how risks propagate and interact within 

complex supply chain systems. 

4) Expert interaction dynamics: Most FMEA-based approaches aggregate expert opinions using static 

weighting or averaging techniques, without considering learning, feedback, or consensus evolution. This 

reduces realism in group decision-making, particularly in SSCM environments involving heterogeneous 

stakeholders with conflicting objectives [126,127]. 

5) RPN limitations: The classical Risk Priority Number (S × O × D) assumes equal importance and 

independence among risk factors, which may lead to biased or unstable rankings. Although hybrid 

MCDM methods such as TOPSIS, WASPAS, MARCOS, ORESTE, and VIKOR improve ranking 

performance, they do not fundamentally resolve the structural limitations of the RPN mechanism 

[122,123]. 

6) Sustainability integration: Many SSCM-FMEA models still treat economic, environmental, and social 

dimensions in a fragmented manner. This limits the ability to evaluate trade-offs and cross-dimensional 

interactions required for holistic sustainability assessment [120,119]. 

7) Data uncertainty and sparsity: Limited availability of reliable historical SSCM data increases reliance 

on expert judgment, thereby amplifying subjectivity and reducing robustness and generalizability of risk 

assessment outcomes. 

8) Digital transformation gap: FMEA remains weakly integrated with Artificial Intelligence (AI) and 

Industry 4.0 technologies, resulting in predominantly static and reactive models rather than real-time, 

predictive, and adaptive decision-support systems. 
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9) Resilience and disruption modeling: Existing approaches insufficiently capture disruption propagation, 

system resilience, and recovery dynamics, limiting effectiveness under large-scale shocks such as 

pandemics or geopolitical crises. 

10) Scalability and complexity: Advanced hybrid FMEA models often involve high computational burden 

and significant expert involvement, which restricts scalability and practical implementation in industrial 

environments. 

11) Multi-tier supply chain visibility: Insufficient end-to-end visibility across supply chain tiers leads to 

hidden risks in upstream and downstream networks that remain unaddressed. 

12) Human judgment bias: Cognitive and behavioral biases in expert evaluations can distort scoring 

outcomes and reduce consistency in risk prioritization. 

13) Static risk representation: FMEA is typically implemented as a snapshot-based approach, limiting its 

ability to capture evolving and time-dependent risk dynamics in SSCM environments. 

In summary, as reflected in Table 1, these challenges are deeply interconnected across uncertainty 

modeling, interdependencies, decision behavior, sustainability integration, and digital transformation. 

Addressing them requires the development of integrated, adaptive, and system-oriented FMEA frameworks 

capable of supporting robust, dynamic, and sustainable decision-making in complex SSCM environments. 

 

Table 1. Challenges, Research Gaps, and Mitigation Strategies in FMEA Applications in SSCM 

# Challenge Area Research Gap Implications for 

SSCM 

Mitigation 

Strategy 

1 Uncertainty in 

expert judgment 

Limited modeling of deep 

uncertainty, hesitation, 

and inconsistency 

Unstable and 

unreliable risk 

prioritization 

Advanced fuzzy and 

neutrosophic 

approaches 

2 Risk 

interdependencies 

Independence assumption 

among failure modes 

Cascading supply 

chain risks not 

captured 

DEMATEL, ISM, 

system dynamics 

models 

3 Expert interaction 

dynamics 

Static aggregation of 

expert opinions 

Reduced realism in 

group decision-

making 

Dynamic consensus 

and adaptive 

weighting methods 

4 RPN limitations Equal-weight S × O × D 

structure 

Biased and 

insensitive risk 

rankings 

Hybrid MCDM 

methods 

5 Structural 

limitation 

Lack of causal 

representation among 

failures 

Weak understanding 

of risk propagation 

DEMATEL, ANP, 

causal loop 

modeling 

6 Sustainability 

integration 

Fragmented economic, 

environmental, social 

analysis 

Incomplete SSCM 

risk evaluation 

Integrated triple-

bottom-line FMEA 

frameworks 

7 Data uncertainty Scarcity and low 

reliability of data 

Reduced robustness 

of results 

Big data analytics 

and expert data 

fusion 

8 Digital 

transformation 

gap 

Limited integration with 

Industry 4.0 technologies 

Static and non-real-

time decision-making 

IoT, AI, and digital 

twins integration 
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9 Resilience 

modeling 

Weak modeling of 

disruption and recovery 

Limited shock 

response capability 

System dynamics 

and stochastic 

modeling 

10 Scalability High computational and 

cognitive complexity 

Limited industrial 

applicability 

Modular and 

simplified decision 

frameworks 

11 Supply chain 

visibility 

Limited multi-tier 

transparency 

Hidden upstream/ 

downstream risks 

Blockchain-enabled 

traceability systems 

12 Human bias Cognitive and behavioral 

bias in expert judgment 

Distorted risk 

assessments 

Delphi method and 

bias correction 

techniques 

13 Static 

representation 

Lack of 

temporal/dynamic 

modeling 

No adaptability to 

changing risks 

Dynamic and time-

updated FMEA 

models 

4. CONCEPTUAL FRAMEWORK FOR FMEA-BASED SUPPLY CHAIN RISK MANAGEMENT 

The increasing complexity, globalization, and interconnectedness of contemporary supply chains have 

substantially intensified organizational exposure to uncertainty and disruption. Modern supply chains are 

increasingly affected by supplier failures, demand volatility, operational disruptions, regulatory changes, 

geopolitical instability, technological vulnerabilities, and sustainability-related pressures. Consequently, 

firms are required to adopt proactive, structured, and systematic approaches to identify vulnerabilities, 

prioritize risks, and design mitigation strategies that enhance both resilience and sustainability performance. 

Although supply chain risk management has received extensive scholarly attention, existing approaches 

remain largely fragmented and predominantly focused on isolated risks or single functional domains. Such 

perspectives insufficiently capture the systemic and interdependent nature of supply chains, where 

disruptions propagate across multiple tiers and generate amplified, network-wide effects. This limitation 

underscores the need for integrated analytical frameworks capable of representing multidimensional and 

network-based risk structures. 

To address this gap, Figure 3 presents the conceptual framework for Failure Mode and Effects Analysis 

(FMEA)-based Supply Chain Risk Management (SCRM). The framework follows an iterative decision-

support cycle comprising risk identification, assessment, prioritization, mitigation, and continuous 

improvement, to strengthen both resilience and sustainability performance. The process begins with 

systematic identification of failure modes across key supply chain functions, including procurement, demand 

planning, production operations, inventory management, logistics and distribution, regulatory environments, 

and digital information systems, which collectively represent the primary domains through which disruptions 

emerge and propagate. 

Within this framework, FMEA serves as the core analytical mechanism for risk evaluation and 

prioritization. FMEA is widely established in operations and supply chain risk literature as a structured 

method for identifying and assessing failure modes under uncertainty while maintaining managerial 

interpretability. It is operationalized through three dimensions: Severity (S), representing the magnitude of 

impact on operational performance, cost efficiency, service level, and sustainability outcomes; Occurrence 

(O), reflecting the likelihood of failure based on expert judgment and experiential knowledge; and 

Detectability (D), indicating the ability of existing control systems to identify failures before escalation. 

Expert judgments are elicited using structured linguistic scales and converted into quantitative values 

through consensus-based mapping procedures, thereby enhancing methodological rigor while preserving 

domain expertise under uncertainty. The Risk Priority Number (RPN) is computed as RPN = S × O × D, 
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providing a composite measure of risk criticality. This formulation ensures systematic prioritization of failure 

modes characterized by high severity, high occurrence, and low detectability. 

 

Figure 3. Conceptual Framework for FMEA-Based Supply Chain Risk Management. 

 

The empirical results reveal a highly skewed distribution of risk, indicating that a limited number of 

failure modes account for a disproportionate share of overall system vulnerability. This pattern aligns with 

the Pareto principle and highlights the concentration of risk within specific supply chain segments. 

In particular, supplier-related risks---especially delivery delays and raw material shortages---exhibit the 

highest RPN values due to their direct impact on production continuity, frequent occurrence, and limited 

detectability. Medium-priority risks, such as production scheduling instability and demand forecasting errors, 

are strongly linked to upstream variability, suggesting that internal inefficiencies often emerge as systemic 

responses to external uncertainty rather than isolated operational shortcomings. Lower-priority risks, 

including transportation delays and inventory mismanagement, contribute cumulatively to inefficiencies 

despite their lower individual criticality. Overall, the findings confirm that supply chain risk is structurally 

concentrated rather than evenly distributed, reinforcing the need for targeted mitigation strategies. 

Within the proposed framework, FMEA performs a dual function. First, it enables structured ranking 

of risks based on relative criticality. Second, it functions as a diagnostic instrument for revealing structural 

vulnerabilities and concentration points within the supply chain network, thereby extending its role beyond 

traditional prioritization toward system-level risk interpretation. Based on RPN outcomes, risks are 

categorized into extreme, high, medium, and low priority levels to support efficient resource allocation and 

improve decision-making precision. 

Mitigation strategies are subsequently aligned with prioritized risks, encompassing supplier 

diversification, strategic sourcing, collaborative supplier relationships, advanced forecasting systems, 

integrated production planning, preventive and predictive maintenance, inventory visibility systems, logistics 

optimization, regulatory compliance mechanisms, and cybersecurity controls. These interventions are 

designed to reduce both the probability and impact of disruptions while strengthening the absorptive, adaptive, 

and restorative capacities of the supply chain. 

Supply chain resilience is conceptualized as the capability of a system to anticipate, absorb, respond to, 

adapt to, and recover from disruptions while maintaining acceptable performance levels. Within this context, 

effective risk mitigation enhances resilience by reducing vulnerability exposure and improving response 
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capability under uncertainty. 

Resilience further operates as a mediating mechanism linking risk management practices to 

sustainability outcomes. By minimizing disruption-induced losses and improving resource efficiency, it 

simultaneously enhances economic performance, operational stability, and environmental sustainability. 

The framework is supported by key organizational enablers, including leadership commitment, 

governance mechanisms, digital transformation technologies, information-sharing infrastructure, advanced 

analytical capabilities, process integration, workforce competencies, and inter-organizational collaboration. 

These enablers are essential for ensuring effective implementation and for translating analytical insights into 

actionable managerial decisions. 

Finally, the framework incorporates a continuous feedback and learning loop, whereby risk conditions 

are continuously monitored, reassessed, and updated in response to evolving internal and external 

environments. This dynamic capability ensures ongoing adaptation, organizational learning, and sustained 

improvement in resilience and sustainability performance within complex and uncertain supply chain systems. 

5. CASE STUDY 

Following the systematic literature review, an empirical case study was conducted to examine the 

application of FMEA-based Sustainable Supply Chain Risk Assessment (SSCRA) within an emerging-

economy manufacturing context. The systematic review revealed that existing research has increasingly 

recognized the value of FMEA for supply chain risk identification and prioritization; however, empirical 

evidence remains limited regarding its application in manufacturing environments characterized by high 

import dependency, supplier uncertainty, and exposure to external disruptions. These characteristics are 

particularly relevant in emerging economies, where supply chain resilience is often constrained by structural 

dependencies, limited sourcing flexibility, and vulnerability to global market fluctuations. 

Accordingly, this case study aims to provide contextualized insights into how supply chain risks are 

identified, evaluated, and prioritized within an import-dependent manufacturing system. The purpose is not 

to generate statistical generalization but to develop an in-depth understanding of the mechanisms through 

which supply chain vulnerabilities emerge and influence operational resilience. The case, therefore, 

represents an analytical investigation of FMEA-based SSCRA implementation within a complex industrial 

setting where internal operational capabilities interact with external supply chain pressures. 

The selection of a case study methodology is appropriate because supply chain risks are context-

dependent phenomena shaped by organizational characteristics, supply network structures, and external 

environmental conditions. A detailed examination of a real industrial setting enables the identification of risk 

patterns, causal relationships, and managerial challenges that may not be fully captured through large-scale 

quantitative approaches. Therefore, the case provides empirical evidence regarding the practical applicability 

of FMEA as a structured decision-support approach for sustainable supply chain risk management. 

 

5.1. Case Context, Selection Rationale, and Research Boundaries 

The empirical investigation was conducted in a medium-sized Egyptian manufacturing firm 

specializing in electrical control panel production. The organization was purposively selected based on its 

theoretical relevance to the research objectives and its representation of an import-dependent manufacturing 

supply chain. The firm relies significantly on imported raw materials, electrical components, and specialized 

production inputs that are essential for maintaining continuous operations. This sourcing configuration 

exposes the organization to multiple external uncertainties, including supplier delivery variability, 

international transportation disruptions, customs clearance delays, foreign exchange fluctuations, and 

changes in global supply conditions. 

 

The selected firm represents an important supply chain configuration in which operational performance 
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is strongly influenced by external dependencies. Unlike supply chains supported primarily by local sourcing 

networks, import-dependent systems are characterized by longer replenishment cycles, reduced substitution 

opportunities, and increased exposure to international market disruptions. In such environments, disturbances 

originating outside organizational boundaries can rapidly affect internal operations, creating challenges 

related to production continuity, inventory stability, and customer responsiveness. Therefore, the case 

provides a relevant empirical setting for investigating how FMEA can support the identification and 

prioritization of supply chain risks under conditions of uncertainty. 

The suitability of the case is further supported by the characteristics of electrical control panel 

manufacturing. The production process requires coordination among multiple interconnected activities, 

including international supplier management, procurement, incoming material inspection, production 

planning, inventory control, logistics coordination, and quality assurance. Many electrical components 

require specific technical specifications and have limited short-term replacement alternatives. Consequently, 

disruptions affecting critical suppliers or imported materials may generate cascading operational 

consequences, including production delays, increased inventory pressure, schedule instability, and reduced 

delivery reliability. 

Beyond the organizational level, the case reflects broader challenges experienced by manufacturing 

firms operating in emerging economies. Such firms frequently face structural constraints, including limited 

supplier diversification, dependence on imported technologies and materials, exchange-rate uncertainty, 

infrastructure limitations, and restricted resources for implementing advanced risk management systems. 

These conditions increase the importance of practical and transparent risk assessment approaches that enable 

organizations to identify critical vulnerabilities and prioritize mitigation efforts. Therefore, the investigated 

firm provides empirical evidence from an underrepresented context within the SSCRA literature. 

Nevertheless, the contextual boundaries of the study should be explicitly recognized. The research 

adopts a single-case study design; therefore, the findings should not be interpreted as statistically 

representative of all manufacturing organizations or geographical contexts. Instead, the study follows an 

exploratory case study approach aimed at generating analytical insights into FMEA-based SSCRA 

implementation within a specific organizational and institutional environment. The identified failure modes, 

risk priorities, and managerial implications are influenced by the characteristics of the investigated firm, 

including its industrial sector, organizational scale, supply chain structure, import dependency, supplier 

relationships, and operational capabilities. 

Accordingly, the contribution of the case study lies in analytical transferability rather than statistical 

generalization. Organizations operating under comparable conditions—such as dependence on imported 

materials, supplier uncertainty, exposure to international disruptions, and limited supply chain flexibility—

may find the identified risk categories and assessment approach applicable. However, differences in 

technological maturity, regulatory environments, supplier networks, and sustainability capabilities should be 

considered when transferring these findings to other contexts. Future research employing multiple-case 

studies and cross-country comparisons is encouraged to further validate the broader applicability of FMEA-

based SSCRA approaches. 

 

5.2 Research Design, Expert Selection, and Data Collection 

A qualitative triangulated research design was adopted to ensure a comprehensive assessment of supply 

chain risks. The study integrated semi-structured interviews, direct observations, and internal document 

analysis to capture different dimensions of supply chain vulnerability. This methodological approach was 

selected because supply chain risks are multidimensional and frequently emerge from interactions among 

multiple organizational functions rather than from isolated operational failures. Combining different evidence 

sources improves research credibility by enabling comparison between managerial perceptions, observed 

operational practices, and documented organizational information. 
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The expert assessment involved eight senior managers representing procurement, production, logistics, 

inventory management, and quality assurance functions. The experts were selected using purposive sampling 

based on their ability to provide informed and context-specific judgments regarding supply chain risks. 

Rather than determining the sample size based on numerical requirements, participant adequacy was 

evaluated according to expertise relevance, functional coverage, and information sufficiency. 

Four selection criteria guided expert participation. First, participants were required to have direct 

responsibility or involvement in supply chain-related activities, including sourcing, production planning, 

inventory control, logistics coordination, or quality management. Second, participants were required to 

possess substantial professional experience within their respective functional areas to ensure familiarity with 

operational challenges and disruption patterns. Third, participants needed comprehensive knowledge of the 

firm’s supply chain structure, including supplier relationships, material flows, operational dependencies, and 

historical disruptions. Fourth, participants were required to have experience in operational decision-making 

processes related to risk identification, evaluation, or mitigation. 

The selected experts provided complementary perspectives across the supply chain. Procurement 

managers contributed knowledge regarding supplier performance, import dependency, sourcing constraints, 

and material availability risks. Production managers provided insights into manufacturing disruptions, 

process limitations, and operational reliability challenges. Logistics and inventory managers contributed 

expertise related to transportation uncertainty, stock availability, lead-time variability, and material flow 

disruptions. Quality managers supported the evaluation of failure consequences, process reliability, and 

detection capability. This cross-functional representation reduced the possibility of functional bias and 

enabled a more comprehensive assessment of supply chain vulnerabilities. 

The adequacy of the eight experts was further supported through the assessment of information 

saturation. The expert elicitation process continued until additional discussions and evaluations did not 

generate substantially new failure modes, risk categories, or underlying causes. The repeated identification 

of similar risk patterns across different functional perspectives indicated convergence of expert knowledge 

and sufficient information coverage within the studied organizational context. Therefore, the number of 

experts was considered appropriate for the exploratory objectives of this single-case investigation. 

Based on the expert evaluation process, 30 supply chain failure modes were identified across 

procurement, production, inventory, logistics, external environment, and supporting system domains. Each 

failure mode was assessed according to the traditional FMEA criteria of Severity (S), Occurrence (O), and 

Detection (D). The resulting Risk Priority Numbers (RPNs) were calculated to prioritize risks and identify 

the failure modes requiring greater managerial attention. 

Although classical FMEA has been criticized for limitations associated with equal weighting 

assumptions, uncertainty representation, and potential ranking inconsistencies, it remains widely used in 

industrial practice because of its simplicity, transparency, and practical interpretability. In this study, the 

traditional FMEA approach was appropriate because the research objective was to develop an empirically 

grounded understanding of supply chain vulnerabilities and provide managers with a structured mechanism 

for risk prioritization and mitigation planning. 

Table 2. Failure Modes and Root Causes. 

Category # Failure Mode Root Cause 

1) Supplier & 

Procurement 

(F1) 

F11 Supplier delivery delays Ineffective supplier planning, coordination, 

and scheduling systems 

F12 Raw material shortages Structural supply–demand imbalance and 

suboptimal sourcing strategy design 

F13 Supplier quality variability Insufficient supplier quality assurance 

systems and limited monitoring capability 
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F14 Exchange rate volatility 

affects imports 

High dependency on foreign procurement and 

exposure to macroeconomic fluctuations 

F15 Supplier capacity 

constraints 

Limited supplier scalability and constrained 

production expansion capability 

F16 Lack of supplier 

diversification 

Overdependence on a narrow supplier base 

and restricted sourcing flexibility 

F17 Ineffective supplier 

communication 

Weak information-sharing mechanisms and 

an underdeveloped coordination 

infrastructure 

2) Demand & 

Planning (F2) 

F21 Demand forecasting 

inaccuracies 

Data quality limitations and inadequate 

forecasting methodologies 

F22 Production scheduling 

instability 

Weak integration between demand planning 

and production control systems 

F23 Order cancellations and 

abrupt modifications 

High demand, volatility, and weak order 

management governance mechanisms 

3) Production 

& Operations 

(F3) 

F31 Equipment failures Asset aging and insufficient preventive 

maintenance strategy execution 

F32 Human errors in production 

processes 

Lack of standardized operating procedures 

and insufficient workforce training systems 

F33 Labor skill gaps Workforce competency deficiencies and 

limited capability development investment 

F34 Production defects 

requiring rework 

Process variability and weak in-process 

quality assurance controls 

F35 Ineffective preventive 

maintenance systems 

Reactive maintenance orientation and 

absence of predictive maintenance 

capabilities 

4) Inventory & 

Warehouse 

(F4) 

F41 Excess inventory of low-

demand items 

Forecasting inaccuracies and inefficient 

inventory optimization logic 

F42 Stockouts of critical 

materials 

Ineffective replenishment policies and weak 

planning synchronization mechanisms 

F43 Lack of real-time inventory 

visibility 

Limited digital integration and reliance on 

legacy inventory information systems 

F44 Inaccurate inventory 

records 

Manual data entry processes and weak data 

validation and control systems 

F45 Warehouse space 

inefficiency 

Suboptimal warehouse layout design and 

inadequate space utilization planning 

F46 Obsolete or slow-moving 

inventory accumulation 

Weak inventory lifecycle governance and 

persistent demand–supply misalignment 

5) Logistics & 

Distribution 

F51 Transportation delays Infrastructure constraints and inefficient 

transport planning systems 
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(F5) F52 Unreliable third-party 

logistics (3PL) providers 

Weak performance monitoring frameworks 

and limited contractual enforcement 

mechanisms 

F53 Packaging and shipment 

errors 

Lack of standardized handling procedures and 

operational compliance weaknesses 

F54 Inefficient logistics 

coordination 

Fragmented logistics systems and weak inter-

organizational integration 

6) External & 

Regulatory 

(F6) 

F61 Customs clearance delays Complex regulatory procedures and 

documentation inefficiencies 

F62 Energy supply disruptions Infrastructure instability and exposure to 

external supply shocks 

F63 Regulatory and import 

policy instability 

Frequent policy changes and weak regulatory 

predictability mechanisms 

7) Systems & 

Digital (F7) 

F71 ERP system downtime IT infrastructure limitations and insufficient 

system resilience design 

F72 Cybersecurity threats in 

supply chain systems 

System vulnerabilities and weak 

cybersecurity governance frameworks 

6. RESULTS AND DISCUSSION 

This section presents and interprets the results of the Failure Mode and Effects Analysis (FMEA) 

applied to assess and prioritize sustainable supply chain risks in the studied manufacturing firm. The analysis 

encompasses 30 identified failure modes spanning procurement, production, inventory, logistics, external 

environment, and digital systems. Each failure mode is evaluated using Severity (S), Occurrence (O), and 

Detection (D) scores, which are aggregated into Risk Priority Numbers (RPNs) to enable structured 

prioritization under uncertainty. While the RPN outputs provide a quantitative ranking mechanism, the 

analytical emphasis here extends beyond prioritization toward explaining the underlying system structure 

governing risk distribution, interdependencies, and cascade behavior in an import-dependent manufacturing 

environment. 

Table 3 summarizes the FMEA-based evaluation and prioritization of 30 supply chain failure modes 

across seven functional domains. The results indicate that the most critical risks are concentrated in upstream 

procurement and planning activities, particularly supplier delivery delays, raw material shortages, supplier 

quality variability, and demand forecasting inaccuracies. External factors such as exchange rate volatility and 

customs clearance delays further increase system vulnerability. In contrast, production, inventory, logistics, 

and digital risks generally exhibit moderate to low RPN values. Overall, the findings suggest that supply 

chain performance is primarily constrained by supplier dependency, planning inefficiencies, and external 

uncertainty, emphasizing the importance of proactive risk mitigation to strengthen resilience and 

sustainability. 

The results reveal a highly skewed and structurally concentrated risk landscape, where a limited number 

of upstream failure modes account for a disproportionate share of system-wide vulnerability. In particular, 

supplier delivery delays (RPN = 504) and raw material shortages (RPN = 448) emerge as dominant risk 

drivers, indicating that supply chain instability is primarily rooted in external supply-side dependence rather 

than internal operational inefficiencies. This pattern reflects a structurally embedded exposure typical of 

import-dependent systems, where external volatility is directly translated into internal disruption dynamics 

through tightly coupled procurement channels. Although downstream logistics, production, and digital risks 

exhibit lower individual RPN values, their systemic relevance remains significant due to their role in 
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propagating, transforming, and amplifying upstream disturbances once they enter the system. 

From a complex adaptive systems perspective, the observed risk structure exhibits a pronounced 

upstream-to-downstream cascade topology characterized by asymmetric vulnerability distribution and 

nonlinear propagation pathways.  

1) Supplier and procurement risks function as the primary entry points of exogenous disturbances and 

therefore constitute the dominant cascade initiation layer. High-impact drivers such as supplier capacity 

constraints, exchange rate volatility, limited supplier diversification, and inconsistent supplier 

performance collectively indicate a structurally fragile sourcing architecture with low redundancy and 

high external coupling. This configuration increases the sensitivity of the entire system to marginal 

upstream fluctuations, which can escalate into disproportionate downstream instability through 

reinforcing interdependencies. 

2) Demand and planning risks further intensify systemic fragility by weakening the integrity of feedback 

loops between environmental signals and operational decision-making processes. Forecasting 

inaccuracies and production scheduling disruptions indicate degraded information fidelity across 

planning layers, where delays, noise, and misalignment between data and execution generate persistent 

control lags. This produces a feedback distortion regime in which the system shifts from anticipatory 

optimization to reactive adjustment, resulting in oscillatory production and inventory dynamics. Such 

behavior is consistent with delayed negative feedback systems in which corrective actions are 

systematically misaligned with actual system states, thereby amplifying rather than dampening 

variability. 

3) Production and operations risks, while moderate in RPN magnitude, represent a critical endogenous 

stability layer that determines the system’s absorptive and adaptive capacity. Equipment failures, 

human errors, labor skill deficiencies, and weak preventive maintenance practices collectively indicate 

limited operational robustness and process maturity. Importantly, these risks exhibit strong 

interdependence, where localized failures propagate through tightly coupled operational routines, 

increasing conditional failure probabilities across adjacent subsystems. These produces reinforcing 

internal feedback loops that erode redundancy and reduce the system’s ability to absorb external shocks 

without performance degradation. 

4) Inventory and warehouse risks reveal structural breakdowns in demand–supply synchronization and 

informational coherence. The coexistence of stockouts, excess inventory, and obsolete materials reflects 

inconsistent demand interpretation and weak real-time visibility across the supply chain. Rather than 

functioning as a stabilizing buffer, the inventory system operates as a variability amplification 

mechanism, where information delays and forecasting errors generate oscillatory adjustment behavior. 

This pattern is indicative of bullwhip-like dynamics, in which local decision rules under delayed 

feedback conditions produce system-wide instability. 

5) Logistics and distribution risks constitute downstream sensitivity nodes that translate internal system 

variability into external performance outcomes. Transportation delays, third-party logistics unreliability, 

and coordination inefficiencies do not merely represent execution failures but act as terminal 

transmission channels through which upstream and midstream disturbances are consolidated into 

customer-facing disruptions. Although their individual RPN values are relatively moderate, their 

systemic significance is amplified by their position at the output boundary of the supply chain, where 

they directly determine lead time reliability and service performance. 

6) External and regulatory risks operate as exogenous volatility fields that define the boundary conditions 

of system behavior. Customs clearance delays, energy supply disruptions, and regulatory instability 

introduce externally generated uncertainty that cannot be mitigated internally but significantly shapes 

system dynamics. These factors function as multiplicative shock amplifiers, increasing both the 

propagation speed and systemic reach of endogenous disruptions by reducing environmental 

predictability and constraining operational flexibility. In import-dependent systems, this external layer 

becomes a persistent source of structural instability rather than episodic disturbance. 

7) System and digital risks, including ERP downtime and cybersecurity threats, currently exhibit lower 

RPN values but represent latent high-impact structural dependencies. Their systemic importance lies in 

their cross-functional coupling capacity, as they simultaneously govern information processing, 

coordination efficiency, and decision execution across the entire supply chain. Consequently, 

disruptions in digital infrastructure generate synchronized failures across multiple subsystems, 

producing non-localized systemic breakdowns. With increasing digitalization, these risks are expected 
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to transition from peripheral vulnerabilities to central determinants of system stability, exposing 

inherent limitations of classical FMEA in capturing low-frequency, high-consequence systemic 

disruptions. 

 

Overall, the findings demonstrate that the supply chain operates as a tightly coupled complex adaptive 

system characterized by nonlinear interdependencies, feedback delays, and cascade propagation dynamics. 

Risk is structurally concentrated in upstream procurement and planning functions, while downstream and 

supporting subsystems function as transmission, amplification, and consolidation layers within a multi-level 

system architecture. Six interacting mechanisms govern system behavior: upstream dependency 

concentration, feedback distortion in planning systems, endogenous operational fragility, inventory 

variability amplification, downstream sensitivity concentration, and exogenous volatility forcing. These 

mechanisms interact through reinforcing feedback loops that generate emergent instability, cross-functional 

propagation, and system-wide risk amplification. Accordingly, the results empirically substantiate the need 

to move beyond silo-based risk assessment toward a system-oriented SSCRM paradigm grounded in 

interdependency-aware modeling, cascade-sensitive governance, and resilience-oriented supply chain 

architecture design. 

Figure 4 presents the FMEA-based prioritization and distribution of 30 identified supply chain failure 

modes within the studied manufacturing firm. The left panel ranks the ten most critical failure modes 

according to their Risk Priority Numbers (RPNs), revealing that supplier delivery delays (RPN = 504) and 

raw material shortages (RPN = 448) constitute the most severe risks, followed by forecasting inaccuracies, 

production scheduling disruptions, and supplier capacity constraints.  

These results indicate that the highest-risk issues are concentrated in upstream procurement and 

planning activities rather than in downstream operational processes. The right panel illustrates the distribution 

of failure modes across supply chain functions, showing that procurement accounts for the largest share 

(30%), followed by planning and production (20% each), logistics (16.7%), and inventory and digital systems 

(6.7% each).  

Collectively, the figure demonstrates that supply chain vulnerability is structurally concentrated in 

supplier-dependent and coordination-intensive functions, highlighting the dominant influence of external 

supply uncertainty and planning inefficiencies on overall system performance. The findings further suggest 

that effective risk mitigation efforts should prioritize strengthening supplier management, sourcing resilience, 

demand forecasting accuracy, and cross-functional coordination to enhance overall supply chain resilience 

and sustainability. 

 

Table 3. FMEA-Based Evaluation and Prioritization of Supply Chain Failure Modes 

Category # S O D RPN Rank Risk Level 

1) Supplier & 

Procurement 

F11 9 8 7 504 1 Extreme 

F12 8 8 7 448 2 Extreme 

F13 8 7 6 336 3 High 

F14 9 6 6 324 4 High 

F15 8 6 6 288 5 High 

F16 8 5 6 240 9 High 

F17 6 5 5 150 13 Medium 

2) Demand & 

Planning 

F21 7 7 6 294 6 High 

F22 8 6 6 288 7 High 

F23 7 5 5 175 11 Medium 

3) Production & 

Operations 

F31 7 5 5 175 11 Medium 

F32 6 5 5 150 13 Medium 

F33 6 5 5 150 13 Medium 
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F34 7 4 5 140 14 Low–Medium 

F35 7 5 4 140 14 Low–Medium 

4) Inventory & 

Warehouse 

F41 5 6 6 180 10 Medium 

F42 7 5 5 175 11 Medium 

F43 7 5 5 175 11 Medium 

F44 6 5 5 150 13 Medium 

F45 5 6 5 150 13 Medium 

F46 6 5 5 150 13 Medium 

5) Logistics & 

Distribution 

F51 6 6 5 180 10 Medium 

F52 7 4 5 140 14 Low–Medium 

F53 5 4 4 80 25 Low 

F54 6 4 5 120 20 Low 

6) External & 

Regulatory 

F61 7 6 6 252 8 High 

F62 8 4 4 128 21 Low–Medium 

F63 8 4 5 160 18 Medium 

7) System & 

Digital 

F71 7 4 4 112 22 Low 

F72 8 3 4 96 24 Low 

 

 

Figure 4. FMEA-Based Prioritization and Distribution of Supply Chain Failure Modes 

7. CONCLUSION AND FUTURE WORK 

This study addressed the increasing need for robust Sustainable Supply Chain Risk Assessment 

(SSCRA) under conditions of uncertainty, complexity, and sustainability-driven constraints. By integrating 

a systematic literature review (2010–2026) with an empirical case study, the research identified key 

limitations in existing SSCRA approaches and repositioned Failure Mode and Effects Analysis (FMEA) as a 

structured, system-oriented multi-criteria framework for sustainable supply chain risk analysis. 

The literature review confirms that current SSCRA methods remain limited in their ability to represent 

risk interdependencies, cascading disruptions, and dynamic system behavior. These limitations are 

particularly critical in sustainable supply chains, where risks are inherently interconnected and propagate 
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across multiple tiers and sustainability dimensions. In this regard, the study demonstrates that FMEA, when 

reconceptualized beyond a conventional ranking tool, can better capture structured failure relationships and 

support more systematic sustainability-oriented risk prioritization. 

The empirical case study of a medium-sized Egyptian manufacturing firm further supports these 

findings. The results indicate that supply chain risk exposure is primarily concentrated in upstream activities, 

particularly supplier reliability issues, raw material shortages, currency fluctuations, and demand forecasting 

errors. These risks are strongly interdependent and collectively contribute to cascading disruptions, 

operational instability, and reduced system resilience. The findings emphasize that supply chain vulnerability 

in emerging economies is driven not only by individual risk factors but also by structural interdependencies 

and external environmental uncertainty. 

Despite these contributions, several limitations should be acknowledged. First, the single-case study 

design limits the generalizability of the findings across different industries and supply chain configurations. 

Second, although FMEA offers interpretability and practical usability, it still relies on simplifying 

assumptions, particularly the partial independence among risk factors. Third, the proposed framework does 

not incorporate real-time, data-driven, or Industry 4.0-enabled monitoring capabilities. 

Overall, this study contributes to both theory and practice by bridging sustainability-oriented risk 

perspectives with structured analytical modeling, offering a more integrated and system-oriented foundation 

for managing risks in sustainable supply chains. 

 

Theoretical Implications: The study advances SSCRM theory by repositioning FMEA as a structural 

diagnostic framework for capturing interdependent and cascading risk architectures, strengthening the link 

between risk prioritization and system-level vulnerability analysis in uncertain and resource-constrained 

environments. 

Practical Implications: The proposed framework provides a transparent and replicable decision-support tool 

that enhances risk visibility and supports prioritization of mitigation efforts, particularly in upstream and 

planning-related vulnerabilities. 

Managerial Implications: Managers should prioritize strengthening upstream supply resilience through 

supplier diversification, strategic sourcing, and procurement coordination. In addition, improving demand 

forecasting, planning integration, and cross-functional information sharing is essential to reduce risk 

propagation and enhance resilience. 

Study Limitations: This study has several limitations that should be considered when interpreting its 

findings. First, the single-case study design limits the extent to which the results can be generalized across 

different industries, organizational settings, and supply chain configurations. Second, although FMEA is 

valued for its interpretability and practical applicability, it is based on simplifying assumptions—particularly 

the partial independence among risk factors—which may not fully reflect the complex interdependencies 

observed in real-world supply chains. Third, the proposed framework does not integrate real-time data 

analytics or Industry 4.0-enabled technologies, which makes the analysis largely static and less capable of 

capturing dynamic changes in risk conditions over time. 

Future Research Directions: Future research should adopt multi-case and cross-country designs to validate 

the robustness of observed risk concentration patterns. Methodologically, extensions such as fuzzy-FMEA, 

grey-FMEA, and Bayesian FMEA, as well as integration with MCDM techniques (e.g., DEMATEL, AHP, 

TOPSIS), are recommended to better capture uncertainty and interdependencies. In addition, future studies 

should move toward dynamic modeling approaches by integrating system dynamics, complex network theory, 

or agent-based modeling to explicitly capture feedback loops and cascading failures. The incorporation of 

Industry 4.0 technologies—such as digital twins, AI-driven analytics, real-time sensing, and blockchain—

also represents a promising direction for improving predictive and adaptive risk management capabilities. 

Finally, future research should establish longitudinal and causal relationships between FMEA-based risk 

prioritization and sustainability performance outcomes, enabling a shift from descriptive assessment toward 
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prescriptive and impact-oriented SSCRA frameworks. 
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ABBREVIATIONS 

Abbreviation Full Term Definition 

AHP Analytic Hierarchy Process Pairwise comparison method for weighting and ranking. 

AI Artificial Intelligence Systems performing tasks requiring human intelligence. 

ANP Analytic Network Process MCDM method capturing interdependencies among 

criteria. 

BWM Best–Worst Method Efficient pairwise comparison method for deriving 

weights. 

DFMEA Design Failure Mode and 

Effects Analysis 

FMEA focused on design-stage failures. 

FMEA Failure Mode and Effects 

Analysis 

Method for identifying and prioritizing failure modes. 

IFS Intuitionistic Fuzzy Sets Fuzzy sets with membership, non-membership, and 

hesitation. 

IoT Internet of Things Connected devices enabling real-time data exchange. 

ISM Interpretive Structural 

Modeling 

Method for hierarchical structuring of system elements. 

IT2FS Interval Type-2 Fuzzy Sets Advanced fuzzy sets for high uncertainty modeling. 

MADM Multi-Attribute Decision-

Making 

Decision methods for evaluating discrete alternatives. 

MCDM Multi-Criteria Decision-

Making 

Methods for decisions with multiple conflicting criteria. 

PFMEA Process Failure Mode and 

Effects Analysis 

FMEA focused on process failures. 

PFS Pythagorean Fuzzy Sets Extended fuzzy sets for uncertainty modeling. 

RPN Risk Priority Number Score used to prioritize risks in FMEA. 

SCM Supply Chain Management Management of supply chain activities. 
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SFMEA Social Failure Mode and 

Effects Analysis 

FMEA for social sustainability risks. 

SSCRA Sustainable Supply Chain 

Risk Assessment 

Risk assessment considering sustainability factors. 

SSCM Sustainable Supply Chain 

Management 

Integration of sustainability into supply chains. 

SCRM Supply Chain Risk 

Management 

Process of managing supply chain risks. 
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